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Abstract: Smartphone authentication is essential for securing sensitive data even though
applications have implemented their safety measures. Since it is the first step towards entering
the system, a robust authentication process is needed. We propose a smartphone authentication
based on a Sequence of Multiple Multimedia Features (SMMF), which encompasses various
authentication techniques including pattern recognition, face recognition, password, OTP,
Sequence of Multiple Fingerprints (SMF), and other features detailed in this paper. We have
implemented this technique using an appropriate algorithm as outlined in our methodology.
Furthermore, we have evaluated by calculating the False Acceptance Rate (FAR) and False
Rejection Rate (FRR). Additionally, ROC curves with AUC values are generated, utilizing
parameters such as true positives, true negatives, false positives, and false negatives. This
evaluation involved the utilization of True Positive Rate (TPR) and False Positive Rate (FPR)
equations and with the help of the above-mentioned parameters, the probability of success and
failure rates are calculated using combination equations.
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Introduction

Smartphone usage is increasing day by day and authentication techniques are also evolving
with usage, for example, Google and Baidu provide voice authentication for its Android
operating system [1]. Even after improvements in smartphone authentication, it is projected
that four out of ten phones are under intrinsic cyber-attack [2]. Smartphones use stored
information to authenticate user and entry point authentication and these methods are not
sufficient to secure sensitive data. Implicit or continuous authentication is the current trend in
user authentication for smartphones to fix such issues [3]. The smartphone uses biometrics and
other multimedia behavioral features to authenticate the system or applications of a
smartphone. Many multimedia features, including fingerprint, iris, face, voice, and others, have
been deployed individually for authentication. Some features are intrusive to users because
they need to participate in gathering data and because they are easily vulnerable to attack when
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they are verified individually [4]. We are presenting a combined approach that can be integrated
with the Sequence of Multiple Multimedia Features (SMMF) and Sequence of Multiple

Fingerprints (SMF) as shown in Figure 1.

Multimedia Features

1 2 3 4 5
FACE PATTERN SMF PIN VOICE
SMMF

1 2 3 4 .. 10
SMF

Figure 1: SMMF Architecture

The idea is to combine individual multimedia features in sequence by allotting each feature a
Unique Identification Number (UID) that serves the authentication process in a specified order.
Table 1 illustrates all possible Multimedia Features the user can configure while registering to
a smartphone and the user can assign each feature with proper sequence value. The user must
provide the registered features one by one, the model provides a login success message only
after successful attempts from all the sequences provided, if any one feature fails to recognize
the user then authentication will fail. In addition to this, a model is integrated with SMF and it
can be added to any sequence of the UID making it a subset of SMMF as shown in Figure 1.
Here fingerprints for SMF need to be registered separately discussed in [13] and the main
reason to use fingerprint as SMF is that in addition to being used to unlock smartphones,
fingerprint recognition is also used to activate other security-related features, such as
authorizing transactions in banking applications and also the success rate of fingerprint
authentication is high when compared to other techniques [6] [7].

To understand the working of the model let us consider an example in which the user registers
Face, Password, Pin, Pattern, Voice, and SMF respectively in sequence as shown in Figure 2,
while authenticating user must provide the registered features in the same order to get valid
authentication, if any one feature is skipped or mismatched then it leads to failure as in Figure
3.

Sequence 1 2 3 4 5 6 7 8 9
/UID
Screen
r _1 Angles +
Features Q [ﬂ )) 12345678 | 1234 5634 [ﬂ )) Shaking
L Directions
etc.
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Name Face Voice | Password | Pin | Pattern | Fingerprint | QTP | Audio | Others

Table 1: Multimedia Features

The sequence applies not only for SMMF but also for fingerprints, if any one fingerprint turns
invalid or changes its sequence within the subset, then the entire authentication shows invalid
as in Figure.3.
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Figure 2: SMMF with Valid Authentication Sequence
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Figure 3: SMMF with Invalid Authentication Sequence
It shows three basic invalid scenarios at first, if Face recognition is not accepted for UID
sequence 1 then entire authentication process will exit at first instance. Second, three sequences
are authenticated as valid that is for Face, Password, and Pin but the Pattern is not matching
for original data. Third, even if the entirce SMMF feature authentication is valid but the
fingerprint sequence in a subset is missing with its UID order or the user has swapped two
fingers with 3 and 4 that also becomes an invalid authentication.
In this approach, users can register up to 10 fingers for the SMF authentication process for
increased robustness. Thus integrating SMMF and SMF techniques at an operating system level
for any smartphone becomes a robust authentication process. Several attacks such as Template
matching, Shoulder surfing, and distortion attacks [8] [9] [10] can easily be overcome through
this approach and it provides better assurance that the smartphone is in the hands of an
authorized user.
Literature Review

w
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As part of the literature review, we tried to provide all the latest developments and their
corresponding future trends, Table 2 highlights the contributions of the different authors.

SLno Reference Contribution/s Future Enhancements
Paper
Dev.Nath et al. Fal'se Accept Rate (FAR) ar}d Ealse The error rates occur
Reject Rate (FRR) are more in single .
1 [11] . o quite often and have to
fingerprint authentication that need to
. be reduced.
be minimized.
Implicit smartphone
. Touch stroke, phone movement, and Multimodal . biometric
Zahid Akhtar et systems using touch
2 face patterns can be wused for
al. [12] .. stroke can be
smartphone authentication. .
implemented on any
smartphone.
Shiva Prasad | The sequence of Multiple fingerprints | It can be enhanced with
3 MS et al. creates a robust authentication | other authentication
[13] environment for smartphones. techniques.
The potential to
Multimodal authentication systems can fit;t?:rit:sez ainst ass}s/:flrtg
4 |Chiara Galdi et | be used to create better security for b > agal .
y  including  anti-
al [14] smartphones. . .
spoofing techniques is
still being researched.
Jie Chang et al, Excessive feature extraction leads tg Fhe Advanced  techniques
5 low accuracy of the pattern recognition . .
[15] need to be identified.
method.
Mariia Multimodal biometrics is mainly used Ateb-(jjabor ﬁlter§ | are
. . . .| becoming a traditional
6 Nazarkevych | for  certification  and  identity . .
. . approach for biometric
etal. [16] verification. . .
imaging.
Dindar Mikaeel Multiple  biometric 1dent1ﬁc§1t10n Multiple fingerprints can
systems have advantages over single
7 Ahmed et al. . . . . secure a system more
biometric identification systems. . .
[17] than a single fingerprint.
Gianmarco Very hlgh. 1dent1f1cat10n aceuracy Can | cpimate change must not
. be obtained in the electronic .
8 Baldini et al. combonents usine fingerprints affect the quality of
[18] P & Hngerp ’ fingerprint images.
. A solution to the problem of climate In the future OLED can
Daniel Tordera . . be upgraded to other
9 change factors by implementing
etal.[19] . screens e.g.. AMOLED,
organic photodetectors (OPD).
QLED.
. Fingerprint sensors have turned modern | Master ~ Prints  need
Nasir Memon et . . . .
10 al. [20] smartphones  into  miracles  of | further security than it is
' convenience. now.
Table 2: Literature Review
Methodology

The proposed methodology presents the working model that combines SMMF and SMF
authentication techniques and it can be implemented on an operating system of a smartphone
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provided with the interface to select a sequence to allocate for specific application/applications
as shown in Figure 4. The SMF works as a subset to SMMF and the subset can be placed in
any UID order to a created set and fingerprints are limited under the number of SMMF
allocated. For example, if the intended number of sequence for authentication is 10 and SMMF
is registered for the first 4 sequences then the SMF need to be registered for the remaining
sequence which is 6 as shown in equation 1.
Total Sequence = SMMF + SMF 1

The proposed method uses existing authentication techniques to create a robust system. A
smartphone will be provided with an option to select an application to create a robust
environment using SMMF.

Face Recognition
Sequence [ Password
Selection Pin
Pattemn
T SMF
SMMF (O Screen Angles

(O Shaking Directions

1 2 3 4
O()”’
9000 0 Audio

O Voice
T Selected SMMF Sequence
Face Recognition

App Selection

Password
Pin
Pattern
SMF

L N

Figure 4: Working Flow of SMMF

Once the specific application is selected user will be provided with the list of multimedia
features along with the SMF and a checklist needs to be provided to select a preferred
authentication technique in sequence. A UID is generated upon selection of the sequence. The
simulation model was designed using Android with the manual sequence generated as shown
earlier in Figure 1. The maximum sequence intended to provide for authentication is up to 10
with a combination of SMMF and SMF as an option.

The simulation model designed uses the face recognition technique at the first sequence to
authenticate a user and the face recognition algorithm uses modules: Face verification, Face
detection, and Face analysis shown in Algorithm 1 each module results in a different statement
depending on the recognition process and according to [21] face recognition model reaches up
to an accuracy of 97%.

Algorithm 1: Algorithm on Face Recognition
Input: User face as image
Qutput: Face recognized or Not Recognized

# Face Verification
1. Verification = face.verify (imgl path = ‘imagel.jpg’, img2 path = ’image2.jpg’)
2. Result = True or False

# Face Detection
3. Detection = face.find( img path = * image.jpg’, Db path = ‘db image.jpg’)
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4. Result = Found or Not Found

# Face Analysis
5. Analysis = face.analyze( img_path = ‘image.jpg’, actions = [“age”, “gender”,

“emotions”, “race”])
6. Result = actions

Patterns and passwords are widely used authentication techniques in any smartphone. Because
of its non-behavioral characteristics, it is considered to be a simple technique to unlock the
smartphone. The present smartphone uses the SHA-1 algorithm to encrypt the registered
pattern and password values [22]. We have used this technique in our simulation model to add
a certain level of security if it is used as a sequence within the SMMF approach. A model was
designed to simulate SMF that uses a fingerprint sensor and the SMMF application is integrated
to sequence both. Each fingerprint is assigned a UID that combines the sequence of
authentication. The fingerprint sensor identifies the finger that is placed on a sensor by
displaying its corresponding registered UID and the user must register his credentials on the
application including the UID registered with the same sequence Algorithm 2 shows the
working of SMF that matches the registered UID and user sequenced id value.

Algorithm 2: Algorithm on SMF
Input: Accept Fingerprint Sequence
Output: Login Success or Login Failed
1: Initialize a=0,b=0,c¢=0,d=0

2:if (Result_Stringl) #verifying first sequence id
3: then a= a+1
4: else go to Step 19

:if (Result_String 2) #verifying second sequence id
: then b=b+1

: else go to Step 19

:if (Result_String 3) #verifying third sequence id

O 0 3 N W

: then c=c+1

10: else go to Step 19

11: if(Result_String 4) #verifying fourth sequence id

12: then d=d+1

13:if(d==1)

14: append string as Db_string #ex.”1234”

15: else go to Step 19

15: repeat steps 1 to 14 for other sequences if exist

16: log in with username and fingerprint sequence as Pwd_string

16: if Pwd_string == Db_string
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17: then

18: Login Success
else

19: Login Failed

20: end if

Fingers are scanned in sequence by generating UID for each fingerprint by using a fingerprint
sensor. Fingerprint and finger ID are stored in memory which is capable of identifying finger
ID once the registered finger is scanned. The user will be registering to the application with his
credentials and user ID that are generated upon fingerprint registration. Multimedia features
are authenticated in sequence as selected by the user from the control settings of the operating
system. In this method, we have simulated the SMMF model manually with four multimedia
feature sequences that are face recognition, password, pattern, and 4-digit pin. Each multimedia
feature is authenticated individually, after every successful authentication a pre-programmed
feature will be displayed for the next login. If all the multimedia features are authenticated
successfully then the SMF authentication process begins as shown in Figure 5.

The SMF authentication technique appends both finger ID and user ID as a string value. To
authenticate the algorithm that checks whether the finger ID matches with the user ID, if the
match returns true then the complete system will be authenticated if any one sequence fails
among SMMF or SMF then login will fail. Thus it creates a robust authentication process and
it can be recommended to create an unbreakable environment for sensitive applications.
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Figure 5: Working Flow of SMMF and SMF
Experiment and Results
As the experiment was conducted individually for multimedia authentication and SMF on the
simulation model, we were able to extract the False Acceptance Rate (FAR) and False
Rejection Rate (FRR) for face recognition and fingerprint sequences. The ratio of false
acceptances to the total number of test samples determined to be falsifications is applied to
compute the false acceptance rate, or FAR and FRR is determined by splitting the number of
test samples divided by the number of false rejections of registered users as referred in equation
1 and 2.
False Acceptance Rate = Number of False Accepted / Total Samples (1)
False Rejection Rate = Number of False Rejected / Total Samples  (2)
We have registered a face, pattern, password, and 4-digit PIN in an order followed by 6
sequences of fingerprints for an authorized user, FAR and FRR were tested for face and
fingerprint behaviors. At first, a registered user was made to scan his face upon face recognition
several times and we got 0 false rejections SMF was tested for several attempts and the FRR
readings are noted in Table 6. FAR is calculated by 10 different attempts by unregistered users
selected randomly and tried to access the model as imposters and the readings of those attempts
are also recorded in Table 6. An UID is registered for each authentication process for face
recognition UID holds the value 1, password value 2, 4-digit pin value 3, pattern value 4, and
SMF is registered from 5 to 10.
Predicted
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Actual
TP FP

Predicted

FN TN

Table 5.Confusion Matrix on Predicted and Actual Values
The Receiver Operating Characteristic Curve (ROC) with Area under the Curve (AUC)
represents the performance of both SMMF and SMF with attributes of True Positive Rate
(TPR) and False Positive Rate (FPR) as shown in Figure 6 using confusion matrix [23] consists
of four parameters related to authentication as shown in Table 5. Includes True Positive (TP),

Face Recognition Fingerprint Sequence
UID 1 5 6 7 8 9 10
FAR 0.1 0.2 0.3 0.1 0 0 0
FRR 0 0.2 0 0.2 0.1 0 0.1
Table 6.Results Obtained from Face Recognition and Fingerprint Sequence
1.2

0.8

TPR

0.6

0.4

0.2

FPR

Figure 6: ROC Curve with AUC for SMMF and SMF Analysis
The ROC curve is computed with two parameters True Positive Rate (TPR) and False Positive
Rate (FPR) refer to equations 3 and 4. Both the parameters are obtained with 4 different
threshold values TO, T0.1, T0.2, and T0.3 using logical regression classifiers. For each
threshold, the resultant TPR and FPR values are plotted on the graph i.e. TO (1, 1), TO.1 (0.4,
0.4), T0.2 (0.16, 0.16), and T0.3 (0.14, 0).

1.  False Positive Rate (FPR) also coined as Error Rate:

FP
FP+T

FPR = 3)
FP = False Positive
TN = True Negative

(FP + TN) Indicates the Total Number of Negatives
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ii.  False Negative Rate (FNR) also known as Missing Rate because of missing True
Positive condition by test result:

FNR = —X

FN+TP (4)

FN = False Negative
TP = True Positive
(FN + TP) Indicates the Total Number of Positives

iii.  True Positive Rate (TPR) can be termed as Sensitivity Rate:

TPR = —— (5)
TP+FN

TP = True Positive
FN = False Negative
(TP+FN) Indicates the Total Number of Actual Positives

iv.  True Negative Rate (TNR) termed as Specificity Rate:

TNR = — (6)
TN+F

TN = True Negative
FP = False Positive
(TN + FP) Indicates the Total number of Actual Negatives
True Positive holds positive and the test predicts the Positive value, True Negative holds the

actual value as negative and the test predicts negative, False Negative holds positive but the
test predicts negative and False Positive holds negative value as actual but the test predicts
positive value [23]. The ROC curve is plotted based on the calculations performed using these
4 authentication parameters. The other multimedia sequences such as Password, Pattern, and
Pin (3P’s) with assigned UID 2, 3, and 4 respectively have been tested based on usage speed
versus time. We have conducted the experiment on a user, who made to register a new
Password, Pattern, and Pin on the model. The initial time taken to match all three was recorded
individually and the average authentication match for the day was calculated and the average
match for 5 consecutive days was calculated considering it as a threshold value as shown in
Table 7. If a user tries to log in with more threshold time then it can be considered as imposter
access.

Average Per Day (in Sec.) Overall Average (in Sec.)
Days D1 | D2 D3 | D4 | D5 Threshold
Password | 5 52 | 48 | 44 | 42 4.7
Pattern 26 | 26 | 28 [ 22| 2 2.44
Pin 26 | 24 | 24 2 1.8 2.24

Table.7.Average Threshold Values
The accuracy of the authentication model is computed upon 4 parameters that are TP, TN, FP,
and FN as we have analyzed the authentication process for 5 days for 20 different users and
recorded the true and false rates shown in Table 8. As the users authenticated to the model it
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was observed that accuracy kept increasing as shown in Figure 7. The accuracy is calculated
based on equation 7 [24]. As the user became familiar with the model it was observed that the
false negative rate was decreasing that helped in the increase of accuracy of the system.

_ YTP YTN
Accuracy = Y TP+Y TN Y FP+Y FN %
Days TP TN FP FN Accuracy (%)
Day 1 19 27 16 2 71
Day 2 25 24 14 2 75
Day 3 28 21 13 2 76
Day 4 32 20 13 1 78
Day 5 33 19 11 1 81
Table 8: Accuracy Level of SMMF System

82

80 /

78 /

76 —

74

72

70

68

66

Day 1 Day 2 Day 3 Day 4 Day 5
—+—Accuracy (%)

Figure.7. Accuracy Rate of Authentication Model
The probability of FAR and FRR can be calculated using equation 8 and 9. It provides a
probability solution using combinations indicated as C (n, k) where ‘n’ is the total number of
unauthorized users and ‘k’ is the number of users incorrectly accepted. FA is a ratio of False
Acceptance towards misclassifications. CR is the probability of Correctly Rejecting
unauthorized users.

P(FAR) = {C(n, k) = P (FA)X x P(CR)™ ¥} (8)
The probabilistic analysis was conducted on 10 different unauthorized users out of which we
got 2 misclassifications of falsely accepted users i.e. nis 10 and k is 02. FAR value is calculated
to be 0.0187 which means 1.87 % is the chance of the system accepting the unauthorized user
as valid during the entire SMMF authentication process.

P(FRR) = {C(n, k) = P (FR)X x P(CA)™ ¥} (9)
The probabilistic analysis was conducted on 10 different unauthorized users out of which we
got 1 misclassification of falsely rejected user i.e. n is 10 and k is 01. FRR value is calculated
to be 0.18 which means 18 % is the chance of the system rejecting the authorized user as invalid
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during the entire SMMF authentication process.

Conclusion

Our research introduces a comprehensive smartphone authentication method based on SMMF.
This approach combines a range of authentication techniques, including pattern, face
recognition, password, OTP, SMF, and other features discussed in this paper. We have
successfully implemented this method, employing an appropriate algorithm as detailed in our
methodology.

To assess the effectiveness of our approach, we conducted a thorough evaluation, which
involved calculating key metrics such as False Acceptance Rate (FAR) and False Rejection
Rate (FRR). Additionally, we generated Receiver Operating Characteristic (ROC) curves and
determined the Area under the Curve (AUC) values. This evaluation employed essential
parameters including true positives, true negatives, false positives, and false negatives,
allowing us to assess the performance of our authentication method by utilizing True Positive
Rate (TPR) and False Positive Rate (FPR) equations. The probability of our model showed
98.13% and 82% accuracy respectively on FAR and FRR. Our findings provide valuable
insights into the viability and security of our proposed smartphone authentication method.
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