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1. Introduction:
For accessing, sharing and processing of data over any network from anywhere, the Cloud, Fog
and Edge like distribution systems are very useful[1]. The evolution of these distribution
systems has been exponential due to seamless interconnectedness of various subdomains in the
computer science arena[2]. A device can connect to cloud or fog layer from anywhere across
the globe using Internet-Of-Things [IOT] devices and yield humungous amount of data that
can be transferred over a different processing center[3]. But this transfer of data through cloud
or fog architecture asks for robust security measures over the nodes on which the data is
processed. An important aspect in security arena is key exchange mechanism which is immune
to attack on a cloud or fog layer[4].
2. Network Model and Problem Statement:
The network model presented in Figurel shows that cloud servers are at the top tier and can
communicate with each other[5]. In the network model, there is a middle layer of fog nodes, in
this layer, there is a central fog whose main task is to manage other fog nodes. The middle layer
can be connected to the top layer and the low layer[6]. The purpose of developing has layer
was to reduce latency for bottom layer processing, they send their data to the to the fog layer
for processing. In the fog layer, the central node needs to be aware of the identity of the nodes
so they can exchange data with each other[7]. Furthermore, because the central node is being
processed and managed, a secure, lightweight key exchange scheme is needed that can
withstand known attacks.
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Figure 1: Network Model of Fog Computing

3. ECC Methodology:

In the mid-80’s [Koblitz, 1987; Miller, 1986] proposed an encryption method based on elliptic
curves Elliptic Curve Cryptography [ECC][8,9]. ECC is an Asymmetric and public key
cryptography two keys are used, namely public key and private key where public key is known
to all and the private key is kept as secret[ 10]. In private key cryptography the one same key is
used for encryption as well as decryption. The implementation of an ECC process involves key
generation that includes both public and private key. The message [plaint text] is encrypted by
the sender using the public key and the message [cipher text] is decrypted by the received using
the private key. Lightweight cryptographic algorithm is used to ensure the security of low-cost
systems such as RFID, smart cards, sensors etc. as they are resource constrained devices[11].
Currently, ECC is treated as the most efficient public key cryptosystems because it utilizes
shorter keys[12].

According to ECC’s creators, an elliptic curve is a plain curve defined by the following
equation[13].

vy =x*+ax*+b [1]

Where a and b are integers,

If the characteristics of the finite field F is 2, then the binary field GF[2™] points will be
generated by using an irreducible polynomial equation.

yV+xy=x+ax’+b [2]

Where a and b are not equal to zero.

The efficiency of this algorithm is based on finding a discrete logarithm of a random element,
which belongs to an elliptic curve. The Binary field Elliptic curve defined by the pairs [x,y]
satisfying the irreducible polynomial equation is shown in figure 1. Where‘P’, ‘Q’, and ‘R’ are
points on the curve[14].

4. Methodology:

Consider Sender and Receiver as two communicating parties. They agree upon a common
Elliptic curve equation and a generator ‘GP’. Let Sender and Receiver private keys be ‘SK’
and ‘RK’ respectively.
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Where, SK <N and RK<N
Sender and Receiver public keys are given by

PS = SK * Pocemeemeeeeeeeeee [3]
and

|3 2 20 Gl R — [4]
Respectively.

If Sender wants to send a message PT to Receiver, Sender use Receiver’s public key to encrypt
the message. The cipher text is given by

CT =RIK * GRK * PT + RIK * PR-----------ee - [5]

Where,

A cipher text=CT

A Key [Random integer] =RIK

A plain text=PT

A Global Random Key =GRK

A public key= PR

Receiver decrypts the message by subtracting the coordinate of GRK multiplied by RK from
PT + RIK * PR. As the multiplier RK is the secret key of Receiver, only receiver can decrypt
the message send by Sender.

PT =CT + RIK * RP — RK * RIK* GRK------------------- [6]

Where,

Pm is a plain text=PT

Cnm is a cipher text=CT

K is a Key[Random Integer] = RIK

A public key=PR

A private key =RK

The random ‘RIK’ make sure that even for a same message the cipher text generated is different
each time.

The following equation is used to generate the public key.

PK =RIK * GP---------------=--- [7]

Where,

K is the private key which is a random number are in the range of 1 to ‘n’

A public key =PK

A global parameter =GP

5. Simulation of Text Encryption and Decryption using ECC:

In order to make it possible to create a simulation of mobility using Network Simulator version
3 [NS3] with system configuration of 17 processor @2.70 GHz and 8 GB RAM, the parameter
of the simulation deployed are as follows;

The inputs and output for the ECC encryption algorithm are as follows.

Inputs: SK, RK, GP, RIK, PT

Outputs: PS, PR, CT Where,

PT is a plain text.
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CT is a cipher text.

RIK is a key

PS, PR are public keys.
SK, RK are private keys.
GP is a Global Parameter.

Public Key
(Ci‘)
S ‘
ﬂ
Sender
: Encryption :
Algorithm
Plain Text

Cipher Text

Figure 2: ECC Encryption
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Figure 3: ECC Decryption

The given plain text is 00010101, the corresponding cipher text is 00010000 using the
following equation.

CT +RIK * GP * PT + RIK * PR -----------o-meme- [6]

The obtained cipher text is 00010000, then the decrypted plain text is 00010101 using the
following equation.

PT=PT+RIK * PR - RK * RIK * GP ------------emee-- [7]

6. Results:

Here, with Random Curve

The Curve form is= 0

a6 : 1c 5629417 3dbdf669 b9fcalfe cd2165b0
With Base Point

X! ¢ 358dflea 9ebc2e42 2fbec069 dde73d2c
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y: 9 eb318786 772fce50 72bbc1{8 22ed38bb

For creating private keys of each side
Side 1 secret: :c d2a3e242 4ce7401a 58¢0e961 b20afcdf
Side 2 secret: :39 99d659¢8 3428a5da 9b130925 aed734d8

Let generate each side public key Side 1 public key
X: 34 69023735 749bc2f7 27123ddd 13c421e8
y: 2a 82945bef 8826b76a 59602c5 1caaf73a
X: 26 8856d11 8celeed7 2390aeaec7b3bf293
y: 1f 1f18ec52 652f16ee 9fa9b2c3 36c¢8422f

To create a message data
Plain Text [with sent data] 16 f93ff6c8 e42f891b d8aeabdf cd419f2f

The data on curve is hidden and is send from side 1 to 2 in hidden from
X: 31 b71d6293 bb851393 2a92dbb5 fc19958¢
y: 3d d2£12282 87d2accb 970f677a ¢5¢82180

So now the Random points are-
X! 12 2abaa729 775c¢b900 bf443998 548c3e9¢c
y: le 247191b0 5¢c4e¢03db e67belf0 b46cacof

And, the recovered transmitted message is
Plain Text [at the received data]: 16 f93ff6c8 e42f891b d8aeabdf cd4192f

7. Conclusion:

A major bottleneck in the Fog computing arena is secure exchange of keys[15]. The present
research resulted in providing a secure and less resource intensive method for key exchange
using Fog computing. The work was simulated using NS3 tools. Both encryption and
decryption was performed swiftly while employing a large number word size in the input, and
it also yielded smaller cipher text size when comparison was made with other established
methods thereby saving energy costs and lessening bandwidth use[16]. The ECC basically
exploited the difficulty in solving discrete logarithmic properties of Elliptical curves. The
advantage of using ECC in various cryptographic methods with similar extent of security lies
in its ability to use smaller keys. This property makes ECC highly sought after algorithm of
choice in wireless sensors, mobile devices, and other networks that have inherent issues of
storage, energy utilization and processing powers. It also provides highest level of security per
bit with low cost for computing when comparing to other public key systems[17]. The deployed
of ECC in computer cryptography has gained traction in recent times mostly due to the
properties mentioned above. ECC has found a coveted place among standards set by ANSI
X9.63, IEEE P1363, ANSI X9.62 etc. and is continuously getting explored in others arenas
too[18].
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