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Abstract 
Video surveillance has repeatedly demonstrated the importance and benefits of being a key 
component of many organization’s security and well-being priorities by quick resource 
management, workforce, climate, and infrastructure. This work coordinates designing an 
implanted continuous reconnaissance framework based Raspberry Pi SBC for identifying 
intruders, which develops observation technology for essential technology protection for lives 
and relative control along with ready tasks. 
The assimilation of cameras and movement finders pierce an Internet domain forms the basis 
of the suggested security solution. Raspberry Pi transports live footage & stores it all for later 
review. It also controls and manages motion identifiers and camcorders enabling distant 
detection and monitoring.  
This Amazing Observing System for the Raspberry Pi shows inspecting a certain location in a 
distant area. The suggested setup offers a clever, efficient, yet straightforward ubiquitous 
reconnaissance plan. 
This project uses image processing to offer movement recognition and tracking. This kind of 
innovation is essential for security and reconnaissance. In this method, real time video feeds 
will be employed to show how items can be identified and followed. The placement will be 
based on the pixel edges, along with the cycle that follows. 
Keywords: Internet of Thing, Image processing, Motion Detection and tracking Surveillance 
System 
Introduction 
The demand for clip observation frameworks is now growing significantly. The most important 
aspect about their observation framework is to know if they can connect through internet or 
not. Earlier, framework of security a locked away in a must be observed by a gatekeeper room 
the entire day watching the screens to ensure that nothing would occur. The other choice was 
to return and survey the recording yet harm might have occurred. In this manner, analysts and 
researchers needed to think of approaches to defeating that and along these lines further 
developing security at large. Business spaces, colleges, medical clinics, club and stockrooms 
require image capture system that trigger alarm and can track record utilizing web based of the 
interloper.  
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In this way, new imaginative innovation rotates around reasonableness of an item with regards 
to its expense and simplicity of execution. The Raspberry Pi differs from the two models in 
that it is a little, effective computer that can be coupled with various modules to identify 
frameworks that are really useful. It must be capable of a lot, including engine speed control, 
automated lighting, VPN server, security system, and more. In this effort, the final option is of 
exceptional interest [7][8]. 
A viable security system can be implemented on the Raspberry Pi microcontroller for a wide 
range of uses. In small households, this newly developed innovation in security provides a 
comfortable and secure environment. The framework's various goals include identifying a 
gatecrasher, photographing the intruder, and sending the business owner an alarm message. In 
doing so, it takes into account remote home inspections from any point on earth. 
The proposed framework won't completely replace the function of CCTV and IP observation 
cameras, especially in large corporate setups, however simplify the process for low-income 
house buyers to secure their properties at a price that is genuinely affordable. Even though the 
Raspberry Pi board is small, the camera that will be used in this instance is still rather small in 
comparison to other cameras. The technology for the complete security architecture is 
straightforward and easy to use. Image handling refers to the management for image or video 
boundary that is used as information. The result of handling can include a number of linked 
picture boundaries.  
The goal of picture handling is representation, which is to draw attention to objects that are not 
immediately obvious. One of the most recent and well-known research topics in digital picture 
handling is the study of human movement. The goal is to identify human motions from the 
background image inside a video sequence for situation wherein human development is a key 
component of intruder detection and motion assessment [8]. It also includes looking for and 
following. The process of item following involves slicing a location of interest from a video's 
edges and watching its progress. 
Issue Articulation 
The need to foster a practical observation framework through imaginative innovation colossally 
impacted the improvement of this undertaking. This venture will plan and execute a security 
framework in light of Raspberry Pi microcomputer. The system should have the capability to 
detect movement (interloper), launch a camera to capture video after movement is detected, 
and then send a warning to the office owner through email along with an image connection. 
The expense of establishment of any security framework relies upon a few variables. In the 
first place, the kind of camera being utilized is of extraordinary thought. A typical 
computerized camera, like CCTV or IP camera, cost around US $ 450 [17] (prices vary 
depending on brand), while the Raspberry Pi SBC and its camera module are estimated to cost 
US$ 80[17]. 
This project also includes the introduction of the idea of checking on and following a 
gatecrasher using a camera. In the off chance that an object tries to move any body portion, it's 
going to be identified & tracked as it travels through the view angle on camera. 
Work Objective 
The main goal of this project is to develop a security system that includes features like 
movement detection, image processing, and SMS to office owner messaging. The Raspberry 
Pi SBC will serve as the framework's foundation. 
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The specific objectives are to investigate and demonstrate the interaction between a movement 
sensor and Raspberry Pi camera. To concentrate on the procedure for modifying a Raspberry 
Pi B+ model to allow it to send emails to a recommended mail hub. To employ the Raspberry 
Pi B+ model for creating a prototype model of a perceptual framework.  
Related Work 
Today's experts and designers have developed a wide range of reconnaissance frameworks that 
are used for remote observation, warning, or project control through practical and user-friendly 
equipment frameworks. Some have thus far received recognition, while others are yet only 
recommendations. 
The researcher designed fully embedded home monitoring system to analyze the efficacy of a 
smart fiscal warning system in light of minor motion recognition [9]. They engaged with 
implementing a low-cost, low-power, asset, and efficient monitoring architecture using a 
variety of sensors. Their system helps with constantly monitoring family activities from 
anywhere and was based on the microcontroller, which is now seen as a limited asset and an 
open source system compared to SBC [9]. 
[10] dealt with the planning of a structured video capture system using a Raspberry Pi. In 
addition to warning the organizational individual through SMS alert as requested by the client, 
the designed system works to capture video and match with set frameworks. Their system was 
designed to function continuously and with the Raspberry B+ model SBC into mind. With the 
help of a warning module and the SBC foundation, the continual application gives user video 
feed in comparison to other added frameworks. 
In the study, the author and his team modelled an IP Camera Video Observation system using 
Raspberry Pi technology. The experts recommended developing a system that captures live 
images and displays them in the application using TCP/IP. Using the Raspberry Pi, facial 
recognition computations are also being carried out, enabling live video streaming and the 
identification of human faces. The investigation didn't rule out any of the observed reactions 
[11]. 
A continuous video observation framework for a Raspberry PI B+ Platform web server is 
proposed to be planned and developed in [12]. Its framework is inexpensive, transparent, and 
compact, and it is simple to maintain and redesign. Because of this, this application framework 
offers superior security measures. This paradigm can be used to influence security in the 
military arts, business, and climate. 
The authors analyze the use of various sensors, remote modules, microcontroller units, and 
unique mark modules in 2014 in order to create and carry out a clever reconnaissance 
framework. As application's core processor, they adopted an ARM processor. Whereas a 
vibrating sensor is used to detect any vibrational events, such as the sound of shattering.  PIR 
sensor is used to detect movement in the visual field. The suggested gatecrasher locating 
method makes utilize a PIR sensor to detect motion and initiates the process for warning and 
delivering short message management using a GSM module for preset telephone number. By 
accepting a variety of different types of request data repository, its job could be highlighted, 
making it safer and more difficult to hack [1]. 
The author & his collaborators developed a flexible, brilliant reconnaissance framework based 
on the SBC of the Raspberry Pi and the PIR motion sensor. Their advancement aids in the act 
of flexible technology providing essential safety to our daily lives, home security, and even 
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control uses. Their research aims to develop a portable PDA home security system 
with information gathering and transmitting module based on 3G technology combined with 
web applications. The SBC will manage PIR sensor activities and operate camcorders for 
video-sharing and recording tasks. Its system has the capacity to accommodate a variety of 
scene components [2]. 
A few authors discussed the use of Raspberry Pi to perform a cost effective distant monitoring 
system. At a minimal price, quality and standard CCTV cameras are frequently used in 
monitoring systems. He and his team constructed a low-cost, secure surveillance system using 
a camera and a Raspberry Pi, and also the images they took had to be sent to a drop box account 
using a 3G web dongle. The Raspberry Pi and 3G dongle were used to carry out this task 
successfully [3]. 
In order to protect from thefts or other potential intruders, security frameworks are association 
of synchronized electronic devices functioning in tandem with a central control board [4-6]. 
Security systems operate under the fundamental tenet of allowing entry points into a house via 
sensors that communicate with a room and panel set up in a practical location. The sensors are 
typically installed in hallways and windows that can be opened. A typical home security system 
consists of the following components: A control board, which serves as the primary regulator 
of a security system, entryway and window sensors, motion sensors, connected or remote 
surveillance cameras, loud alarm or alert devices, and window decals [5] are all included in a 
security system. 
Video espionage is the use of camcorders to transmit a message to a specific location on a 
constrained number of displays. In contrary to conventional TV, it may use highlight point 
(P2P), highlight multipoint, or network remote links to transmit the signal instead of sending it 
directly. [25] The first commercial closed-circuit television system in the United States, known 
as Vericon, debuted in 1949[26]. 
An organised & digitised version for closed-circuit Television is IP surveillance (CCTV). An 
IP camera captures vision in an IP observing setup, and the resulting data is appropriated 
through an IP (Web protocol) network [29]. 
A security framework including movement location, image handling, and ready system may 
be implemented using a raspberry pi. A period pass photo or video, should be included in the 
alert and sent online. As a result, users will have the ability to check out homes from anywhere 
in the world. 
Picture handling is a process to enhance imperfect images obtained from cameras/sensors 
mounted on satellites, spacecraft, and aircraft, as well as images needed in everyday life for 
various applications [31]. 
The result of blurring a picture with a Gaussian Pattern is a phenomenon known as Gaussian 
haze (also known as Gaussian smoothing). It is typically employed to reduce noise and detail 
[31]. In comparison to the bokeh effect produced by an off-center focal point or the shadow of 
an object with ordinary illumination, an enhanced perception of such an obscuring strategy is 
a smooth haze that resembles the same of viewing the image through a clear screen [30]. In PC 
vision computations, Gaussian smoothing is also used as a pre-handling step to enhance visual 
structures at various scales [13]. 
A range of dark tones without apparent colors is known as grayscale [14]. Darkness, which is 
the full absence of transmitted or reflected light, is the haziest colour imaginable. White, which 
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is the entire transmission or impression of light at all perceptible frequencies, is the lightest tint 
imaginable [16–18]. Middle tones of dull are handled by similar measures of three primary 
hues (cyan, maroon, and yellow) in reflected light or the three primary tones (red, green, and 
blue) in transmitted light [15]. 
Plan Equipment Arrangement 
The whole arrangement consists of seven parts that includes Raspberry Pi Microntroller, 
movement sensor, Ethernet connector, IP camera, Micro SD, resistor and USB fueled link.  
The 4 GB micro SD chip is composed with an image of the Raspbian "Wheezy" powering up 
the Pi Model. Because of the operating system's streamlined and successful conversion to the 
Raspberry Soc design, it was undertaken to ensure chosen to operate on the Pi. This operating 
system is well integrated with the hardware and comes with a GUI and improvement tools 
installed. The architecture was activated upon inserting the Micro SD card and connecting a 
Wired Ethernet cable with Clay programming to the Pi and the PC. The Pi's default static IP 
address was entered into the guest name box as clay was started. Window PC was configured 
to manually IP configuration when this was being done. This was done to enable 
communication with the Raspberry Pi. 
Setting up a web connection on the Raspberry Pi became vital in order for the machine to 
interact over communication protocol and then take into consideration the installation of crucial 
Python packages. In order to accomplish this, the design shown in Figure.1 was applied. 
 

 
Figure.1. Architecture for Security Setup Detection using Raspberry Pi 

This was essential to change the Pi's IP address from static to dynamic because the transmission 
switch uses Host Configuration protocol to distribute IP addresses to devices connected to it. 
This was accomplished by using the following order to change the organizational interface 
record: 

sudo nano/and so on/network/interfaces 
Giving the Pi Camera Power 
This camera was specifically designed to work with the Raspberry Pi. The CSI-2 electric 
connector on the Raspberry Pi, which is a very rapid port, was used to snare it. The 
accompanying orders were carried out at the Raspberry Pi's CLI to create and equip the camera. 
After making these adjustments, the framework was restarted. This was done to make sure that 
the camera would have enough memory space. The camera has a 1280 x 990 pixel goal and 
shoots 8-megapixel images. Additionally, the regulations were carried out to ensure that the 
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camera is fully organised & operational. 
Configuring the Separated Infrared Sensor 
The great movement sensor frames this. The entire system was under control. The device used 
in this case was an inactive infrared sensor, model HC501SR. Seven meter x 130 (degrees) 
formation sites make up the discovery range. Although configurable, it causes some people to 
defer recollections of 16 seconds. The temperature range is 245K to 310K. It was directly 
controlled from the Pi using the 5V dc supply pin. The contribution to a customizable GPIO 
pin is tied to its outcome. 
Light Programmable Recreation: To simulate a programmable illumination control, a 
Microcontroller was used. This was meant to be managed by the PIR sensor's activity. This 
device was connected to the GPIO pin using a 200 ohm resistor. 
Software Requirement and Installation 
The security framework project was developed using the flowchart below, which was then 
archived. It outlines the sequence of events beginning with the initial disruption to the point at 
which it transmits an alarm. Python coding was used to perform this calculation. The main 
flowchart for the entire framework is shown in Figure.2. 

 
Figure.2. Flow Chart of the Process framework  

Framework instatement and design; Read a Channel; Drive a channel. This grouping of 
occasions can be explained well utilizing the Figure.3.below. 

 
Figure.3. Initialization of System and configuration 
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It was crucial to create and send the mail after creating the foundation for warning the 
predetermined endorser. The link was created using Multifunction Web Mail 
Extension bundle, which was then called. Emulate supports non-ASCII characters, non-text 
connections (music, video, application applications, etc.), and other features. The setup of an 
email is then expanded. The mail is subsequently transferred from the Raspberry Pi to the 
planned workplace using basic Mail Transfer Convention (SMTP) software. 
Flowchart of movement recognition and following calculation is displayed beneath in Figure.4. 

 

 
 

Figure.4. Algorithm for Detection and Tracking Non-stationary Object 
Performance Evaluation 
Tweaking the awareness of the PIR sensor among various levels, coming up next were the 
outcome 
TABLE.I Results for greatest responsiveness of the PIR sensor 

 Sr.No. Length (mtrs) Status of 
Indicator 

Status of Alarm Availability 

1 3 ON Send  Figure 
2 4 ON Send  Figure 
3 5 ON Send  Figure 
4 6 ON Send  Figure 
5 9 OFF Not Sent NA 
6 12 OFF Not Sent NA 
7 16 OFF Not Sent NA 

 
TABLE.II Results for medium responsiveness of the PIR sensor 

 Sr.No. Length (mtrs) Status of 
Indicator 

Status of Alarm Availability 

1 3 ON Send  Figure 
2 4 ON Send  Figure 
3 5 ON Not Sent NA 
4 6 OFF Not Sent NA 
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5 9 OFF Not Sent NA 
6 12 OFF Not Sent NA 
7 16 OFF Not Sent NA 

  
TABLE.III Results for Least responsiveness of the PIR sensor 

 Sr.No. Length (mtrs) Status of 
Indicator 

Status of Alarm Availability 

1 3 ON Send  Figure 
2 4 OFF Not Sent NA 
3 5 OFF Not Sent NA 
4 6 OFF Not Sent NA 
5 9 OFF Not Sent NA 
6 12 OFF Not Sent NA 
7 16 OFF Not Sent NA 

 
 
Using Camera for Detection-Tracking 
TABLE.IV Camera Threshold level being changed 
Threshol
d of Pixel 

0 5 10 20 25 30 50 80 100 

Tracking Not 
Tracked 

Track Track Track Track Track Track Track Not 
Tracke
d 

Movemen
t 
Detection  

Not 
Detected 

Detect Detect Detect Detect Detect Detect Detec
t 

Not 
Detecte
d 

 
Result Analysis 
The Python script was successfully executed, resulting in the tables 1 through 3. The PIR 
sensor's detection range can be shown to vary depending on the sensitivity level. Referring 
once more to the results presented in tables 1 through 3, the PIR sensor was the main motion 
detector and, consequently, the first line defense, so it is safe to say that it served this role. PIR 
GPIO pin was the only one of the other modules that needed to go HIGH. The entire designed 
security procedure will fail if this sensor fails. Figure.5. below provides the send alerts from 
this setup action. They display the SMTP-based email sent to a mail host.  
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Figure.5. Showing mail Sent and Received from Gmail to Yahoo mail 
The RPI was unsuccessful when the Python-OpenCV code was executed. This happened as a 
result of the need for a quick processor when dealing with a huge video clip and other live live 
broadcasts. The RPI makes use of 740 Megahertz. This script was consequently executed 
differently on the computer. The results are displayed in Table 4 for reference. Given the results 
in table 4, it seems logical that adjusting the camera's pixels boundary achieves the activity of 
finding and following. Unfortunately, only specific factors allow for detection. This can be 
proved by comparing the subtitles in Figures 6 and 7. At a pixel threshold of 25, motion 
detection and tracking were effective; but, at a pixel threshold of 100, either identification or 
monitoring is achievable. Figure.6.shows the number of pixels for the prior object and the 
number of pixels for the current object as fn and fn-1 respectively.  

  
Figure.6. Stationary Image          Figure.7. Motion Detected and Highlighted 

Conclusion: 
In summary, the researcher developed and put into use a Raspberry Pi-based security system. 
The system's components include motion detection with a PIR sensor, video capture with a Pi 
Camera, and email alert distribution. Nevertheless, because of system constraints, especially 
Processor speed, the Microcontroller was unable to implement the option of image processing. 
Future Scope 
For effective motion detection and tracking, significant speed increases in the system processor 
are essential for processing large files like video. Homeowners can use the designed security 
system to keep an eye on the facility at any given time. Remote control is required for the 
system. As a result, the same should be the primary focus of further research. 
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