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Abstract— Due to the blooming of digitalization of industries cloud computing become 
interest point for all the organization to run their businesses because it offers inexpensive 
infrastructure and can be operate remotely anywhere. With the ongoing improvement in cloud 
the services come the duty to uphold the confidentiality of cloud data and find defenses against 
potential threats. This paper identifies various security issues, attacks, and threats that 
individuals or organizations might encounter when accessing a cloud services or other 
distributed computing architecture, as well as how these issues might be reduced by utilizing 
tools like machine learning. By implementing machine learning technique like supervised, 
Unsupervised Learning, Semi-supervised Learning and Reinforcement Learning techniques 
we can tackle the Threats like confidentiality, Integrity, availability, and provide the solutions 
to threats in Cloud Model such as Platform as a Service, Infrastructure as a Service and 
Software as a Service by implementing ML techniques like Support Vector Machine, K-Means 
Algorithm, Artificial-Neural-Network Algorithm (ANN), K-nearest Neighbours (KNN), 
Decision Tree, Naive-Bays Algorithm, and Decision Tree. Based on each approach's traits, 
advantages, and drawbacks, we assessed its effectiveness and made comparisons. We also 
suggest potential directions for future research to protect cloud frameworks. 

Keywords—: Cloud computing, Machine Learning, Cloud Threats, Cloud Threat Solutions, defend, 
Secure, Vulnerability. 

INTRODUCTION 
With the emergence of a pandemic, the digitization every basic need has also contributed to the 
use of cloud computing and the growth of the cloud sector. Cloud based services has extended its 
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claws in all practicable ways and has expand over important domains and institutions. In recent 
years, the basic services for delivering over the Internet, known as "cloud computing”, cloud has 
undergone tremendous transformation. 

Despite the many advantages and simplicity of use that cloud computing provides. The continued 
existence of security issues prevents the speedy adoption of computing technologies. Gaining 
consumer trust is more difficult because of the data's sensitivity to cyberattacks. 

Integrity, availability, and confidentiality are three categories under which the major security flaws 
in cloud technology are often categorized. For increased scalability and better usability, cloud 
computing enables users, including different businesses, individuals, to serve their computer 
needs (software, hardware, storage, etc.) control over their data and computer resources [1]. 

In order to maintain their user base and competition, cloud service providers must ensure the security 
of both their user programmes and data. Today's businesses want to expand their on-premises 
infrastructure and offer cloud computing options, but many of them are unsure of how to secure 
their applications and data. 263 IT executives and their line-of-business counterparts were polled by 
the International Data Corporation to assess their preferences and the utilisation of IT cloud 
services by their organizations. One of the cloud computing industry's top concerns was security 
[2]. 
Literature Survey 

A. Cloud Services 
Software-as-a-Service, platform-as-a-Service, and Infrastructure-as-a-Service are the three 
primary categories of cloud computing services [3]. 

1. Infrastructure-as-a-service 

IaaS manages computer hardware as a service, enabling infrastructure scalability and resource 
provisioning issues without requiring a substantial outlay of cash and time. Computer tools 
includes network storage capacity, virtual servers or computers, data centres, processors, and 
memory. IaaS also emphasises firewall, intrusion detection, monitoring virtual machines, and 
other Computer securities related to this topic. PaaS is a type of service providing model that 
offers cloud services in the form of IDEs, applications, Framework and development tools. 
Relationships with other businesses, lifecycle design, and infrastructure security are just a few 
of the difficulties that faces PAAS [6,8]. 

2. Platform-as-a-service 

Customers are provided with operating system access, enabling them to upload their software 
and other software to the cloud. PaaS refers to providing IaaS in addition to running a server 
programme [6,8]. 

3. Software-as-a-service 

SaaS is "On-Demand Software." A cloud service provider hosts the services in this style of 
software distribution. End consumers don't need to install any software on their devices to 
access these services because they are accessible to them over the internet [6,8]. 
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B. How machine learning approach for security concern? 
In order identify insider threats to improve malware detection in encrypted traffic., forecast where 
"bad neighbourhoods" are online to keep users safe while browsing, or safeguard data in the cloud 
by spotting suspicious user behaviour, machine learning constantly learns by analyzing data to find 
patterns. The foundation of machine learning is the algorithms that are used to train the models. 
Depending on the nature of the problem to be solved, a machine learning algorithm is selected. 
The process of using machine learning to address a problem begins with the collecting of data, which 
is followed by the tasks of data preparation, data analysis, model training, model testing, and 
ultimately model deployment for real usage [10]. 
 
C. Types of machine Learning 
Machine learning allows computers to learn automatically from historical data. Machine 
learning uses different algorithms to construct models and make predictions based on 
historical data or information. It is currently used for a variety of tasks including image 
recognition, security analyzing, recommendation systems, and many others. 

A. Supervised Machine learning 
In order to predict future results, supervised ML algorithms are trained on datasets that have 
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been tagged and mapped with the relevant output target values. The main responsibility of the 
supervised machine learning algorithm is to observe the incoming data and assign the proper 
class to it. Only by getting trained earlier using a large volume of correctly labelled dataset 
with well-defined classes can this class allocation be performed. 
Classification and regression problems can be solved using supervised machine learning 
algorithms. Supervised machine learning algorithms are used to solve problems where the goal 
variable is categorical (yes/no), whereas Regression ML techniques are used to solve problems 
where the target variable is continuous rather than categorical [11]. 
 
B. Unsupervised Machine Learning 
Unsupervised ML methods use datasets without labels or classification to train ML models. 
Unsupervised ML algorithm discovers and learns all the data insights, such as data patterns, classes, 
and categories, on its own by analyzing the vast dataset. Unsupervised machine learning falls into 
two categories: clustering and association. An algorithm based on clustering creates groups of 
related data that have common traits. The relationship between the data that can be put together is 
discovered by association-based algorithms, though [11]. 
C. Reinforcement Learning 

reinforcement provides idea about how intelligent agents should behave in any situation to 
maximize the idea. One of the three fundamental of machine learning together with supervised learning 
and unsupervised learning it makes reinforcement learning better. 
 

 

D. Cloud Security Threats 
Security issues can occur in system due to misconfiguration, faults, attacks, vulnerability, or 
loopholes. The various features of cloud computing contribute to cloud security issues is Data issue, 
Data privacy issues, Data integrity issue and data confidentiality issues are among them. 
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1. Confidentiality 
Protecting sensitive or private material from unauthorised access is the goal of confidentiality 
measures. As a result, threats to client data or information are included in the category of 
confidentiality threats. These dangers can result from an outside attack, an insider intrusion, or any 
other type of data leakage. 

Given the dispersed computing model that the cloud provides, external attacks are the most 
frequent and pertinent. These typically result from cloud application launches in unsafe environments, 
or they could involve remote software or hardware attacks on the application that was launched [13]. 

Insider threats or invasions are caused by weak authorization and authentication access 
provisioning, which can result in unauthorised or unwanted access to information by a person 
connected to the cloud [14,15] 

2. Integrity 
Even if the attacker is unable to steal the data due to secrecy, it is still possible for it to alter, 
add new information, or remove some specific fragments before reaching its target. Authentic, 
consistent, and trustworthy data should be stored in the cloud. Additionally, integrity makes 
sure that a message isn't damaged as it's being broadcast through the media. 

Backing up your data, implementing access controls, keeping an eye on your audit trail, and 
encrypting your data are the simplest ways to protect data integrity [14,15] 

3. Availability 
It implies that individuals can access systems and data whenever they need to, regardless of the 
situation— including power outages or natural disasters. Even if you fulfil the other two CIA Triad 
standards, your firm may suffer if you lack availability [14,15]. 
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It is a key point of computing infrastructure that persists the functioning even if few components fail. 
This is critical for mission-critical systems, which cannot tolerate service interruptions and any 
downtime can result in damage or financial loss during cloud Attacks 

A cloud cyber-attack is one that targets off-site service platforms that provide storage, computing, 
or hosting services via their cloud infrastructure. Attacks on service platforms that use service 
delivery models [16,17,18,19]. 

The primary goals of cloud computing cyber-attacks are to get access to user data. Both can cause 
serious 

harm to cloud users and undermine trust in cloud security. 

 

1. Denial of service (Dos) attack 
This attack is concern with the service available for users. Distributed denial of service (DDos) 
makes a multiple Request at a time due to which the service become temporary down or 
unavailable for users. 

2. Authentication Attack 
This type of attack targets and attempts to exploit the authentication process used by a website to 
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verify a user's, service's, or application's identity. Some Authentication attack are Brute force, 
Insufficient Authentication, Weak Credentials. 

3. SQL Injection attack 
This attack takes advantage of web application database access. As a result, the intruder tries to 
gain access to the various database or bypass the authentication security by injecting different 
commands or SQL statements. 

4. Cross- Site Scripting 
Cross-site scripting is an attack in which an attacker inserts code into a trustworthy website so 
that it runs when the victim accesses it. Numerous methods can be used to insert that dangerous code. 
The most frequent places to utilize it at the end of URLs and on pages that host user-generated 
material. Cross-site scripting. Technically it is client-side attack 

5. Phishing attack 

The goal of a phishing attack is to trick people for providing their personal information by 
sending them to a fake link. By using a phishing attackers stole the information can access the 
cloud services. 

6. Man-in-the-Middle attack 
The security of the Internet and cloud computing services can be seriously compromised by 
man-in-the- middle attacks, in which an attacker captures packets sent between clients and servers 
over a network in order to steal sensitive information or manipulate the packets. Man-in-the-middle 
attack detection is both important and difficult. 

7. Cloud malware injection attack 
Cloud computing systems are attacked by cloud malware injection. A hacker will try to 
introduce a harmful virtual machine or service into the cloud-based system. As a result, it creates 
malicious SaaS (Software as a Service), PaaS (Platform as a Service), or IaaS (Infrastructure as a 
Service) service implementation modules or virtual machine instances (Infrastructure as a service) 
Malicious Insider attack 

A malicious insider, also known as a Turncloak, is someone who maliciously and 
intentionally uses legitimate credentials to steal information for financial or personal gain. For 
example, a person who harbours resentment toward a former employer, or an opportunistic 
employee who sells confidential information to a competitor. Turncloaks have an advantage 
over other attackers because they are familiar with an organization's security policies and 
procedures, as well as its vulnerabilities. 

8. Cross VM attacks 
To keep Virtual Machines (VMs) and processes separate, cloud service providers works to 
uphold the highest degree of isolation between them. To divide VMs that share a physical 
network, this logical isolation generates an internal virtual network. Co- residing VMs are 
susceptible to cross-VM assaults because they use the same virtual network, hardware, and VMM 
(Virtual Machine Monitor) as one another. From shared memory, network connection other shared 
resources, or by taking over the non-root machine, a malicious VM may be able to access or command 
other VMs. 



MACHINE LEARNING PERSPECTIVE FOR CLOUD COMPUTING SECURITY: A REVIEW 

 
379 

Table 1. Summary related Work 
 

Year Author Publisher Research Purpose Research Gap 

2022 
S. H. 

Alrasheed 
[19] 

IEEE
 Internatio

nal Conference 

This study focuses on 
cloud computing

 securit
y, including the 

difficulties, problems, 
dangers, and 

remedies. 

It includes Recent 
Threats but need to 

implement more 
ML Methods 

2021 

S. Mahipal 
and 

V. C. 
Sharmila [20] 

IEEE
 Internatio

nal Conference 

They have indicated 
that there are many sorts 
of cloud attacks such as 

virtual machine side 
channel attacks, 

hypervisor attacks, 
virtual machine 

migration attacks, and so 
on that make the 
services unsafe, 

including 
hypervisor assaults. 

Includes VM ML 
based attack only. 

More Attacks need 
to be added. 

2021 S. Wang [21] 
IEEE Access 

(Volume: 9) 

The process for each 
machine learning 

category is described, 
along with the 
techniques and 

advantages. There is also 
a comparison of several 

machine learning 
models. 

Machine learning 
recent threats and 
attacks needs to 

implemented. 

2021 
A. B. Nassif 

[22] 
IEEE Access 

(Volume: 9) 

Describe the concepts 
and strategies used in 

ML and cloud security 
in a systematic 

literature review (SLR). 

It includes SLR 
but does not include 
any implementation 

method. 

2020 
Z.

 Chkirbe
ne [23] 

IEEE
 Internatio

nal Conference 

ways for detecting 
intrusions based on 
machine learning. 

The performance of the 
suggested model has 

been assessed using the 
UNSW dataset, and it 

It covers Intrusion 
detection with ML 

techniques. 
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has been compared to 
cutting-edge 

methods. 

2020 
A.

 Mond
al [24] 

IEEE
 Internatio

nal Conference 

Considers many cloud 
computing

 securit
y concerns, such as 

believe, authenticate,
 privac
y, latency, data splitting, 

and virtual machine 
security. discussed how 

to overcome 
these issues. 

Recent threats need 
to be included. 

2020 A. Patel [25] ICECA 

Trustworthy cloud 
service providers use a 
variety of technologies 

to deliver various 
services via the 

Internet, creating a 
variety 

of security risks. 

It includes different 
security attacks but 

need to add 
countermeasure 

based on ML 
methods 

2019 
D. Jing and 

H. 
-B. Chen [26] 

IEEE
 Internatio

nal Conference on 
ASIC (ASICON) 

SVM is combined with 
a new scaling strategy 

for binary-classification 
and multi-classification 
testing. Its efficacy is 

measured by its 
accuracy, detection rate, 
and false positive rate. 

The 
experimental results 

show 
that the proposed SVM 
algorithm outperforms 
competing alternatives. 

Need to include 
more cloud attacks 

and ML based 
solutions. 
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2019 
Bala,

 Asvij
a [27] 

Research gate 
conference 

Along with a list of 
obstacles to 

implementing them, a 
full explanation of the 

various solutions 
offered        against       

the 
identified risks is 

presented. 

Need to Implement 
Recent cloud 

Threats emerging in 
IAAS 

2018 
D. R. 
Bharadwa

j [28] 

IEEE
 Internatio

nal Conference 

Traditional multi-
tiered architecture 

Cloud Threat Defense 

Need to work on 
Security Risk over 
IAAS and solution 

with ML 

2018 
K. A. 

Torkura [29] 

IEEE
 Internatio

nal Conference 

A detailed Security 
information and 

machine learning usage. 

Needs ML methods 
for recent threats 

 
 
Conclusion and Future Scope 
Data in the cloud is critical, and its security must not be compromised in any way. The 
researchers use a variety of new technologies and security algorithms to improve the security 
of the cloud ecosystem. 

Machine learning discovers a vast opportunity to provide more accurate and automated 
defence against known and unknown cloud attacks. The goal of this survey is to understand a 
current scenario of research work in the field of cloud security using machine learning. 

In future, we proposed a method which can detect the attacks like intrusion detection and DDos 
attack            detection that will use improved machine Learning Algorithm to provide more accurate 
cloud data security. 
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