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ABSTRACT: The field of cryptography combines ideas, strategies, and methods for data 
transformation in order to obfuscate the factual content of data, prohibit its undiscovered 
modification, and/or forbid its unauthorized use. In the field of cryptography, encryption 
describes the use of an algorithm to change data, also referred to as plaintext (referred to as a 
cypher) to render it indecipherable to all save those with specialized expertise, also referred to 
as a key. Symmetric algorithms are appealing because they are 1000 times quicker than 
asymmetric ones and simple to use. Two authorised parties can only share the key using 
symmetric algorithms or secret key algorithms. Although a multidimensional scheme was in 
place in the current system, it did not provide security for small data. Work here by is 
improvement to existing system it is removing the problems of previous one. The problem is 
solved by giving seven rounds. Round one will operate on bits and last round is also on bits. 
Encryption go strong by strong as rounds followed means as number of rounds processed get 
increased encryption get more strong. Even a single word will be 3 times encrypted. Even a 
single line will be encrypted five times. The large text will have good security. 
KEYWORDS: Multidimensional Encryption, Cryptography, Encryption, symmetric 
algorithms. 
 
1. INTRODUCTION: The field that incorporates guidelines, tools, and techniques for 
transforming data to conceal its informational content, thwart unlawful usage, and/or prevent 
undetected alteration. Secret writing --- the most effective weapon for defending against 
various security risks. I will begin this chapter by introducing what is encryption how it 
works and encryption methods. 
Let S-- Sender, R-- Recipient, O-- Intruder, K-- Key, Ke--- Encryption Key, Kd--- Decryption 
Key. 
Encryption [1] 
In the field of cryptography, encryption describes the use of an algorithm to change data, also 
referred to as plaintext (referred to as a cypher) to render it indecipherable to all save those 
with specialized expertise, also referred to as a key. A process used in cryptography to change 
plaintext into cypher text so that only the intended recipient may read the data. Data encryption 
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comes in a variety of forms, and it forms the backbone of network security. Public-key 
encryption and the Data Encryption Standard are examples of common forms. By encoding a 
message in a way that obscures its meaning, encryption is the process. 
Decryption [1] 
Is an encrypted communication transformed back into its original/null form during the 
reverse process? 
Cryptosystem 
A cryptosystem, which is a system for encrypting data and decrypting it 
PT (plain text):- Plain text refers to a message's original format. 
CT (cipher text):- The encrypted form of plain text is known as cipher text. 
 Cryptanalysts: - chore is to break an encryption. 
 

Figure 1.1 Cryptosystem 
 
Symmetric Algorithms 

when the keys for encryption and decryption are same. 
P=D (K, (E (K, P)). 

 

 
Figure 1.2 Symmetric Encryption 

Asymmetric Algorithms 
When keys are not same. 

P=D (Kd, (E (Ke, P)). 
 

 
Figure 1.3 Asymmetric Encryption 

 
There are essentially three categories of cryptographic techniques used to encrypt and 
decrypt data: Secret Key schemes, which employ the same key (also known as a shared key), 
for both operations (i.e. RSA algorithm), DES algorithm-based public key schemes and hash 
functions, wherein one-way processes are employed to guarantee the authenticity and 
integrity of messages, are both examples of public key encryption and decryption techniques 
(Shamir, 1997; Brenton and Cameron, 2003). 
The purpose of this essay is to provide a new security paradigm that stops threats from 
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attackers (internal and external threats) of immediately attaining their objectives and limits 
the amount of time until the value and privacy of the protected data cease to be significant. 
This study proposes a multi-level method that can both encrypt and decrypt plain text 
messages. The algorithm has four security levels, the first three of which are dependent on 
block cypher and the fourth of which is predicated on stream cypher. Depending on the 
significance of the message's contents, the appropriate security level will be chosen and 
applied. While adopting the fourth level of encryption is designed to provide strategic 
security, levels (1-3) are intended to provide tactical security. The problem is solved by 
giving seven rounds. Round one will operate on bits and last round is also on bits. 
Encryption go strong by strong as rounds followed means as number of rounds processed 
get increased encryption get more strong. Even a single word will be 3 times encrypted. Even 
a single line will be encrypted five times. The large text will have good security. 
 
2. MULTI-LEVEL ENCRYPTION 
Multi-level Encryption[2] objectives are to create a new protection model in a manner that 
prevents attacker threats (including internal and external threats) from achieving their 
immediate goals and handicaps them in terms of how long until the importance and privacy 
of the sensitive information no longer matter. It is suggested to use a multi-level technique 
to both encrypt and decrypt plain text messages. The technique is built upon a four-level 
security structure, utilising block cypher for the first three different levels and stream cypher 
for the fourth level. Depending on the significance of the message's contents, the appropriate 
security level will be chosen and applied. 
While adopting the fourth level of encryption is designed to provide strategic security, levels 
(1-3) are intended to provide tactical security. Any communication (i.e., text file) can be 
separated into groups of eight lines, groups of eight words, groups of eight characters, and if 
possible, groups of eight characters per word. Each character is also converted to an encoded 
8-binary value that differs from its true ASCII value. Of course, there are a variety of options 
available for Lines, Words, Characters, and Binary. The selection of eight, however, saves 
time (i.e. a good trade-off is between time and speed of execution of the algorithm). A robust 
cybersecurity level will be chosen in accordance with the significance of the communication 
or any individual components thereof. To choose the amount of security needed to encrypt 
the communication, there are four options: 
 
I. Low level security 
II. Moderate level security 
III. High level security 
IV. Critically high level security 

 
The four dimensions of the algorithm—line, word, character, and binary (ASCII)—are 
represented by these levels of security in the following ways: 
 
I. Only the line encryption dimension can be used to implement low levels of security. 
II. Using just the word encryption dimension, moderate security levels can be implemented. 
III. Character encryption alone can provide a high level of security. 
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Block cyphers fall under Levels I, II, and III. The character encryption dimension, 
however, can also be thought of as a stream cypher (Anderson,2001). 

IV. Binary (ASCII) encryption alone can provide extremely high levels of security. It is 
thought that this portion is a stream cypher. Even while it is technically feasible to choose 
the security levels in a non-consecutive order, this is not advised because it adds no value 
and has no real-world implications. 

 
3. PROPOSED ALGORITHM 
The process of this algorithm has seven rounds. The process start from Round 1.each round 
has its own description and owns working criteria means to say on which (bit, character. 
line…) round will operate. 

– Round 1 on bits. 
– Round 2 on character. 
– Round 3 on paragraph. 
– Round 4 on lines. 
– Round 5 on words. 
– Round 6 on character. 
– Round 7 on bits. 

 
Round 1 will do permutation of bits. Bits that were representing the character of PT. The 
permutation will be done in such a manner that new combination of bits will in turn give a new 
character. That will be character of CT. So first Round has given first level encrypted PT. 
 
Steps 

Step 1: Pick the character. 
Step 2: Convert into bits.  
Step 3: Per mutate as follows 
Step 4: Convert the new bit combination into character. 
Step 5: Put this character in the place of original character. 

 
         Unchanged 
                         
     __   __   __   __  __   __  __   __ 
      8     7     6    5     4     3    2      1 
                             
   Unchanged 
                       Exchange 
                                                       
      __   __   __   __  __   __  __   __ 
     8      7     6     5    4     3    2     1 
                              Exchange 
                                                          
      __   __   __   __  __   __  __   __ 
       8     7      6    5     4     3    2     1 
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                                      Exchange 
                                                       
       __   __   __   __  __   __  __   __ 
        8     7     6     5    4     3     2     1 

8→unchanged 
7→unchanged 
6↔3 exchange 
5↔2exchange 
4↔1 exchange 

 
Example:  65 is ASCII code for A 
 Bit representation 1 0 0 0 0 0 1 
                         Exchange 

                             
 
              1     0     0    0     0    0     1 
      __   __   __   __  __   __  __   __ 
       8     7     6     5    4     3    2     1 

                        
      Exchange 

 
 
              1     0    0     0     0     0     1 
      __   __    __   __  __   __  __   __ 
       8     7      6     5    4     3    2     1 
                         
 
                                     Exchange 
 
              
              1      0    0     1     0   0      0 
      __   __    __   __  __   __  __   __ 
       8     7      6     5    4     3    2     1 
 
The bit representation is now for 80 
Which is in turn representation for P? 

 
3.2.2 Description of Round 2 
Round 2 operate on characters First of All blocks of eight characters are constructed and each 
block of eight characters is permuted by left shifting of one character. If the last block is not of 
eight characters then padding will done to make block of eight. 
 
Step 1: Make the block of eight characters. 
Step 2: If necessary do the padding. 
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Step 3: Rotate the character by left shifting one. 
1←2 
2←3 
3←4 
4←5 
5←6 
6←7 
7←8 
8←1 
 

For example  
Take the word ‘REPLACED’ 
 
Then after the implementation of 2nd round the word will become ‘EPLACEDR’ 
(SINGLE QUOTS ARE HERE FOR JUST HIGHLIGHTING) 
 
3.2.3 Description of Round 3 
Round 3 starts processing on paragraph .it say if your text is having n paragraph where range 
of n start from one then n paragraphs will be shuffled Rotate the paragraph in circular by one 
movement means Nth paragraph will be replaced by (N-1)th means to say 

1←2 
2←3 
N-1←N……. 
N←1 

 
3.2.4 Description of Round 4 
Round 4 operate on lines. Lines will be shuffled by directed shuffling. Don’t worry if you are 
having two lines, Lines will be shuffled in circular  

1←2 
2←3 
N-1←N……. 
N←1 

 
3.2.5 Description of Round 5 
This level work on blocks. The blocks of 8 characters each will be shuffled in a line. Blocks 
will be rotated in circular manner by 1 position left means to say 

1←2 
2←3 
N-1←N……. 
N←1      

 
3.2.6 Description of Round 6 

 
Round 6 again operate on characters. Again blocks of eight characters are constructed. Each 
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block of eight characters is permuted by left shifting of one character. If the last block is not 
of eight characters, then padding will done to make last block of eight characters. 

Step 1 
 Make the block of eight characters. 
Step 2 
 If necessary do the padding. 
Step 3 

Rotate the character by left shifting one. 
1←2 
2←3 
3←4 
4←5 
5←6 
6←7 
7←8 
8←1 
 

For example  
Take the word ‘EPLACEDR’ 
Then after the implementation of 2nd round the word will become ‘PLACEDRE’ 

(SINGLE QUOTS ARE HERE FOR JUST HIGHLIGHTING) 
 
3.2.7 Description of Round 7 
Round 7 will again do permutation of bits. Bits that were representing the character of CT(up 
to 6 rounds).The permutation will be done in such a manner that new combination of bits will  
in turn give a new character. That will be character of final CT. 
 
Steps 

Step1 
 Pick the character. 
 
Step 2 
 Convert into bits.  
 
Step 3 

Per mutate as follows   
                       
        Unchanged 
 
    __   __   __   __  __   __  __   __ 
     8     7     6    5     4     3    2      1 
   
Unchanged 
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                 Exchange                                                       
    __   __   __   __   __   __  __   __ 
     8     7     6      5    4     3    2     1 
 
                               Exchange  
                                              
    __   __   __   __  __   __  __   __ 
     8     7      6    5     4     3    2     1 
                                          Exchange                                               
    __   __   __   __  __   __  __   __ 
    8     7     6     5    4     3     2     1 

8→unchanged 
7→unchanged 
6↔5exchange 
4↔3exchange 
2↔1exchange 

 
Step 4 
 Convert the new bit combination into character. 
 
Step 5 
 Put this character in the place of original character. 
 

4. OUTPUTS: 
In this the encryption is done in seven different steps, which makes the data more secure. The 
different steps of encryption is shown below   
 
4.1. TEXT DATA     
Here we are taking text data in notepad shown below in Figure 4.1 as a snapshot. This is a plain 
text data. We apply first level of encryption on this plaintext data. 
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Figure 4.1 Text Data for Encryption 

 
4.2. FIRST LEVEL ENCRYPTION  
The Figure 4.2 below shows the change that take place when we implement first level 
encryption on the text data that we have taken for encryption. In this level encryption is done 
on bits only.  

 
Figure 4.2 Data after First Level Encryption 
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4.3. SECOND LEVEL ENCRYPTION  
   
Here in second level the data after first level encryption is further encrypted as shown in Figure 
4.3. In this level the encryption is done on characters. Each character is further encrypted in 
this level. 

 
Figure 4.3 Data after Second Level Encryption 

4.4. THIRD LEVEL ENCRYPTION  
After encrypting the data character wise, the data obtained is further moved for another level 
of encryption in third level. In this level the data is arranged in paragraph and each paragraph 
is encrypted further for getting secure data as shown in Figure 4.4. 
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Figure 4.4 Data after Third Level Encryption 
 
 4.5. FORTH LEVEL ENCRYPTION  
Here in the forth level the data after third level in further encrypted. In this level the 
encryption is done on lines of eight words. Each line is shuffled by direct shuffling shown as 
in Figure 4.5.  

 
Figure 4.5 Data after Forth Level Encryption 

 
4.6. FIFTH LEVEL ENCRYPTION  
After encrypting the data line wise, the data obtained is further moved for another level of 
encryption in fifth level. In this level the data is arranged in block of 8 characters and each 
block is shuffled in a line for getting secure data as shown in Figure 4.6. 

 
Figure 4.6 Data after Fifth Level Encryption 
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4.7. SIXTH LEVEL ENCRYPTION  
Here in sixth level the data after fifth level encryption is further encrypted. In this level the 
blocks of eight characters are constructed. In the block each character is permuted by left 
shifting of one character as shown in Figure 4.7. 

 
Figure 4.7 Data after Sixth Level Encryption 

 
4.8. SEVENTH LEVEL ENCRYPTION 
Here in seventh level the data after sixth level encryption is further encrypted. In this level the 
encryption is done on bits. Each bit is permutated in this level. The following Figure 4.8 shows 
the final cipher text obtained after applying all seven level of encryption. 

 
Figure 4.8 Data after Seventh Level Encryption 
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5.1. CIPHER TEXT 
We are taking the data obtained after applying all the seven level of encryption. The Figure 5.1 
below shows the data for decryption. This data is the input for first level of decryption.  

 
Figure 5.1 Data for Decryption 

5.2. FIRST LEVEL DECRYPTION  
The Figure 5.2 below shows the change that take place when we implement first level 
decryption on the cipher text data that we have taken for decryption. In this level decryption is 
done on bits only. 

 
Figure 5.2 Data after First Level Decryption 

 
5.3. SECOND LEVEL DECRYPTION 
Here in second level the data after first level decryption is further decrypted. In this level the 
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blocks of eight characters are constructed. In the block each character is permuted by left 
shifting of one character, result of which is shown in Figure 5.3. 

 
Figure 5.3 Data after Second Level Decryption 

 
5.4. THIRD LEVEL DECRYPTION  
After decrypting the data on blocks, the data obtained is further moved for another level of 
decryption in third level. In this level the data is arranged in block of 8 characters and each 
block is shuffled in a line for getting secure data as shown in Figure 5.4. 

 
Figure 5.4 Data after Third Level Decryption 

 
5.5. FORTH LEVEL DECRYPTION 
Here in the forth level the data after third level in further decrypted. In this level the decryption 
is done on lines of eight words. Each line is shuffled by direct shuffling in a paragraph, output 
of which is shown in Figure 5.5.  
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Figure 5.5 Data after Forth Level Decryption 

 
5.6. FIFTH LEVEL DECRYPTION  
The data obtained after forth level decryption is further moved for another level of decryption 
in fifth level. In this level the data is arranged in paragraph and each paragraph is decrypted 
further for getting plain text data, as shown in Figure 5.6. 

 
Figure 5.6 Data after Fifth Level Decryption 

 
5.7. SIXTH LEVEL DECRYPTION 
Here in sixth level the data after fifth level decryption is further decrypted. In this level the 
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decryption is done on characters. Each character is further decrypted in this level, result of 
which  is shown in Figure 5.7 . 

 
 Figure 5.7 Data after Sixth Level Decryption 
5.8. SEVENTH LEVEL DECRYPTION 
Here in seventh level the data after sixth level decryption is further decrypted. In this level the 
decryption is done on bits. Each bit is permutated in this level. The following Figure 5.8 shows 
the final plain text obtained after applying all seven level of decryption. 

 
Figure 5.8 Data after Seventh Level Decryption 

 
6. CONCLUSION: 
Work here by is improvement to existing system it is removing the problems of previous 
one. The problem is solved by giving seven rounds. Round one will operate on bits and last 
round is on bits. Encryption go strong by strong as rounds followed means as number of 
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rounds processed get increased encryption get more strong. Even a single word will be 3 
times encrypted. Even a single line will be encrypted five times. The large text will have 
good security. 
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